
 

(Antonio Lioy – curriculum vitae – August 2024 – pag. 1/8) 

Curriculum vitae of Prof. Antonio Lioy 

Antonio Lioy holds a “laurea” (a.k.a. M.Sc.) in Electronic Engineering summa cum laude, and a 
Ph.D. in Computer Engineering, both from Politecnico di Torino, Italy. 
He is currently Full Professor of Computer Engineering at the Dipartimento di Automatica e 
Informatica (i.e. Department of Computer and Control Engineering) of the Politecnico di Torino 
where he is in charge of the courses “Information system security”, “Cybersecurity”, and 
“Advanced information system security”. 
Initially the research interests of Professor Lioy were in the field of computer-aided design and test 
of digital circuits, where he achieved important results in the areas of fault collapsing and automatic 
test generation, and participated in several research projects funded by the European Commission 
(EC), SGS-Thomson, and DEC. 
Since 1994 these interests have moved to the field of computer and network security, with special 
emphasis on PKI, e-identity, network and application security, and policy-based and ontology-based 
design of the protection for large information systems. 
Prof. Lioy leads the TORSEC research group which performs research and consultancy projects in 
the field of network and computer security, for both public agencies and private companies. This 
group took or is taking part to several projects, including the following ones: 
▪ ICE-TEL (1996-98) and ICE-CAR (1999-2000, both funded by EC/DG-XIII), to setup the first 

experimental European public-key infrastructure based on X.509 certificates and to develop 
related security applications (such as digital signature, secure web and secure e-mail). 

▪ DISTINCT (1998-99, EC/DG-XIII) for the deployment of Internet-based services offered by 
public administrations to citizens, with mobility and security provided by smart-cards. 

▪ GUIDES (1999, EC/DG-XIII) for the development of guidelines towards setting up a 
certification authority for a public administration. 

▪ AIDA (2000-2001, EC/DG-XIII) for the development of a secure e-government infrastructure 
and a portable digital signature device WYSIWYS (What You See Is What You Sign). 

▪ TESI (2000-2003, EC/Eureka-ITEA) for the development of an European-controlled computer 
and network security framework. 

▪ NASTEC (2001-2002, EC/DG-INFOSOC) for the deployment of a security infrastructure into 
the EC’s Newly Associated Countries in Eastern Europe. 

▪ POSITIF (2004-2007, EC/DG-INFOSOC, IST FP6) to develop a security architecture based on 
formal policies, with the related tools for automatic system configuration and management; 
Prof. Lioy was the Coordinator and main proposer of this project (11 partners, 2.5 million 
Euro total funding). 

▪ Open_TC (2005-2009, EC/DG-INFOSOC, IST FP6) to develop an “open” Trusted Computing 
system based on Linux; Prof. Lioy was in the Steering Board of this project. 

▪ Deserec (2006-2008, EC/DG-INFOSOC, IST FP6) to develop methodologies and tools to 
increase the dependability of a complex networked information system, as part of a Critical 
Infrastructure Protection plan; Prof. Lioy was the Scientific Manager of this project. 

▪ OPEN-GATE (2006-2010) Italian project for the development of a secure telematic platform for 
automotive applications. 

▪ MEADOW (2006-2010) Italian project for the development of a secure and robust wireless 
platform for home applications (automation and entertainment). 
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▪ Stork (2008-2011, EC, ICT-PSP) to create a European interoperability platform for electronic 
identification systems and to develop digital cross-border services based on the European e-IDs; 
Prof. Lioy was a member of the Executive Committee of this project and represented Italy in its 
Member States Council. 

▪ TCLOUDS (2010-2013, EC/DG-INFOSOC, IST FP7) for the definition of an architecture and 
tools to create trusted cloud computing environments;  

▪ POSECCO (2010-2013, EC/DG-INFOSOC, IST FP7) to develop methodologies and tools for 
policy-based security configuration creation, analysis, and audit; Prof. Lioy is in the Steering 
Board of this project. 

▪ WEBINOS (2010-2013, EC/DG-INFOSOC, IST FP7) for the development of a web-based open 
and secure framework for mobile applications usable across different personal devices (e.g. 
smartphone, smart-TV, car infosystems). 

▪ Stork 2.0 (2012-2015, EC, ICT-PSP) for extending the e-ID interoperability framework of Stork 
to legal persons, business roles, and more general personal attributes; prof. Lioy represents Italy 
in the Member States Council of this project. 

▪ e-SENS (2013-2016, EC, ICT-PSP) to consolidate the results of previous European Large Scale 
Pilot projects and create common building-blocks for the European Interoperability 
Architecture; in this project Prof. Lioy led the workpackage related to e-ID, security and trust. 

▪ ASPIRE (2013-2016, EC/DG-CONNECT, IST FP7) to design and test advanced techniques for 
software-based protection of consumer devices and digital contents; Prof. Lioy is in the Steering 
Board of this project. 

▪ SECURED (2013-2016, EC/DG-CONNECT, IST FP7) to design and test an innovative 
architecture to offload security functions from personal devices into the network; Prof. Lioy 
was the Coordinator of this project (7 partners, 2.7 million Euro total funding). 

▪ CLIPS (2014-2016, EC, ICT-PSP) for creating and experimenting a cloud-based architecture to 
offer public services, with enhanced features with respect to service composition, security and 
identity management. 

▪ SDIM (2014, EIT ICT labs) to design a secure digital identity ecosystem for mobile electronic 
devices. 

▪ FIDES (2015, EIT ICT labs) to design a privacy-preserving federated identity management 
system building on the results of relevant European initiatives, such as Stork, FutureID, and 
SDIM. 

▪ FICEP (2016-2019, CEF Telecom) to integrate the Italian electronic identity architecture SPID 
into the European eIDAS framework; Prof. Lioy was the technical Coordinator of this 
project (4 partners, 0.6 million Euro total funding). 

▪ SHIELD (2016-2019, EC/DG-CONNECT, H2020) to design and test a secure and trusted 
advanced network infrastructure based on SDN (Software-Defined Networking), NFV (Network 
Function Virtualization) and machine learning. 

▪ eID4U (2018-2019, CEF Telecom) to design and test an electronic identity schema for 
application to the academic domain Prof. Lioy was the Coordinator of this project (5 
partners, 0.6 million Euro total funding). 

▪ HEALTHeID (2018-2019, CEF Telecom) to design and test an electronic identity schema for 
application to the healthcare domain. 

▪ DeepAugur (2018, EIT ICT labs) and DeepAugur2 (2019, EIT ICT labs) to design and test a big 
data analytics framework to detect cybersecurity threats. 
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▪ CyberSec4Europe (2019-2022, H2020) a pilot project for the future European cybersecurity 
competence centre, addressing policy, technical, and education aspects. 

▪ Palantir (2020-2023, H2020) to design security-as-a-service techniques to protect and provide 
resiliency to SMEs by exploiting advanced network-based techniques (SDN, NFV, machine 
learning, software attestation). 

▪ Fishy (2020-2023, H2020) to design a platform for cyber resilience, by creating an end-to-end 
secure and trusted supply chain of ICT systems – from the IoT and edge ecosystem up to the 
network and cloud infrastructure. 

▪ Root (2020-2022, H2020) is project funded by GSA (European Global Navigation Satellite 
Systems Agency) to experimentally assess the benefit introduced by Galileo authenticated 
signals in the specific context of the synchronization of 5G telecommunication networks. 

▪ SPIRS (2021-2024, H2020) to design and develop a strong and trusted digital identity platform 
for network devices, built upon open-source hardware and software components. 

▪ QUBIP (2023-2026, Horizon Europe) to develop and test solutions for resistance to quantum 
attacks in various elements of an IT system (e.g. browsers, computing and networking 
platforms) 

▪ iTrust6G (2024-2026, Horizon Europe) to develop and test solutions for the security of 6G 
networks and applications 

▪ PROTECT-IT (2023-2025, NextGenerationEU) to improve the protection of distributed 
infrastructures against cyberattacks. Prof. Lioy is the Coordinator of this project, which is 
part of the Spoke 8 (Risk managemnet and governance) within the SERICS partnership. 

Prof. Lioy is author of more than 100 scientific and technical papers, and he is a registered 
Professional Engineer in Italy, a member of the IEEE and the IEEE Computer Society.  
For his specific knowledge in the field of computer security, he was a member of the technical 
committees that supervised the deployment of digital signature and electronic documents within the 
network of CNR (the Italian National Research Council) and the Cities of Asti, Bologna, Modena, 
Moncalieri, Rome and the Province of Macerata. 
In the years 1997-2006 years Prof. Lioy led the execution of the consultancy contract between the 
Politecnico di Torino and the Italian Department of Justice, related to various topics in network and 
application security. 
From 1998 to 2002 Prof. Lioy was a member of the OTS-GARR (i.e. the steering group for the 
Italian research network). 
Since June 1999 he is a reviewer for the European Commission (EC) for research projects in the 
trust and security area; this involves proposal evaluation and execution monitoring of funded 
projects. With reference to this last point, Prof. Lioy was a reviewer of the following projects: TIE 
(2000-2001), PKIchallenge (2002-2003), LaMer (2002-2003), EISPP (2002-2004), SMART_MEIJI 
(2004), Mosquito (2005-2006), SERSCIS (2010-2013), ECRN (2010), EMILI (2011-2013), 
STANCE (2013-2014), SWEPT (2015-2017), and CYBECO (2018-2019). Moreover he was an 
evaluator for research proposals submitted to the EC in the FP5 (1999), FP7 (2012), H2020 (2014-
2016), and Digital Europe (2023) research and innovation programmes. 
He was evaluator of Italian Research projects PRIN 2020. 
Since January 2000 he leads EuroPKI, a no-profit Public-Key Infrastructure (PKI) present in several 
European countries to support security in networks, networked applications and electronic 
documents. 
For the year 2001 he was nominated scientific national delegate of the Italian government at the 
European Commission for the Trust and Confidence area. 
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From September 2002 to May 2011, Prof. Lioy was President of AssoSecurity, a no-profit 
organization to foster the security culture in several fields of the information technology. 
From September 2007 to December 2009, Prof. Lioy was a member of the PSG (Permanent 
Stakeholders’ Group) of ENISA (the European Network and Information Security Agency of the 
EU). 
In the year 2010 Prof. Lioy was selected as an expert for working at the ENISA “Government 
Cloud” project that studied possible Government applications of Cloud Computing, investigating 
privacy and security issues in this area. The results are documented in the public ENISA report 
“Security and Resilience in Governmental Clouds”. 
In the year 2012 Prof. Lioy was selected as an expert for working at the ENISA “Consumerization 
of IT” project that investigated security risks and countermeasures of the BYOD (Bring-Your-Own-
Device) IT approach. The results are documented in the public ENISA report “Consumerization of 
IT: Risk Mitigation Strategies and Good Practices”. 
In the years 2014-2015 Prof. Lioy participated as technical expert to the works of the eIDAS expert 
group, drafting the implementing acts of the eIDAS (electronic identification and trust services) EU 
regulation about electronic identity, electronic signatures and trust services. Currently, as a delegate 
of the Italian government, he continues to participate to the meetings of this group for the 
supervision of the eIDAS implementation and its evolution. 
Since a long time. Prof. Lioy is one of the authorized experts for the technical compliance 
certification of various devices (e.g. cash registers, ticketing systems) for the Italian fiscal authority. 
Since October 2018 Prof. Lioy was a member of the Steering Board for electronic telematic voting 
of the Torino City (3-years assignment). 
Prof. Lioy regularly acts as a reviewer for several security-related conferences and journals, such as 
the IEEE Transactions on Dependable and Secure Computing (TDSC), IEEE Transactions on 
Information Forensics and Security (TIFS), IEEE Communications Letters, Elsevier Computer 
Networks, and Elsevier Computers and Security. 
Prof. Lioy was a Guest Editor for the 2012 Special Issue on “Security for Mobile Internet 
Applications” of the journal Security and Communication Networks (SCN) by John Wiley & Sons, 
and since 2019 he is in the Editorial Board of the Future Internet scientific journal (ISSN 1999-
5903), and since 2023 he is in the Editorial Board of the International Journal of Information 
Security (ISSN 1615-5262 print  and 1615-5270 electronic). 
In 2021 Prof. Lioy has been ranked among the top 50 most authoritative experts in the cybersecurity 
field in Italy by the national newspaper La Repubblica. 

Public records 
Web-of-Science: https://www.webofscience.com/wos/author/record/AAA-5168-2019 
Google Scholar: https://scholar.google.com/citations?user=kqsgYYEAAAAJ&hl=en 
ORCID: https://orcid.org/0000-0002-5669-9338 

Business address 
Prof. Antonio Lioy  
Politecnico di Torino – DAUIN 
c. Duca degli Abruzzi 24 
10129 Torino 
Italy 

https://www.webofscience.com/wos/author/record/AAA-5168-2019
https://scholar.google.com/citations?user=kqsgYYEAAAAJ&hl=en
https://orcid.org/0000-0002-5669-9338
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Publications 
This section contains a selection of the publications of Prof. Lioy (most recent first). 
The full list of the publications of Prof. Lioy is available at the following URL: 

https://iris.polito.it/cris/rp/rp04868?start=0&sortBy=2&order=DESC&type=all 
 

Year 2024 
▪ D.Berbecaru, A.Lioy, “Threat-TLS: A Tool for Threat Identification in Weak, Malicious, or 

Suspicious TLS Connections”, ARES’24: 19th International Conference on Availability, 
Reliability and Security, Vienna (Austria), July 30– August 2, 2024,  Art. 125, pp. 1–9, DOI 
10.1145/3664476.367094 

▪ L.Ferro, E.Bravi, S.Sisinni, A.Lioy, “SAFEHIVE: Secure Attestation Framework for Embedded 
and Heterogeneous IoT Devices in Variable Environments”,  SaT-CPS’24: 2024 ACM Workshop 
on Secure and Trustworthy Cyber-Physical Systems, Porto (Portugal), June 21, 2024, pp. 41-50, 
DOI: 10.1145/3643650.3658609 

▪ Enrico Bravi, Antonio Lioy, Diana Gratiela Berbecaru, “Integrity Management in Softwarized 
Networks”, NOMS-2024: IEEE/IFIP Network Operations and Management Symposium, May 6–
10 , 2024, Seoul (Korea), pp. 1-7, DOI: 10.1109/NOMS59830.2024.10574994 

▪ L.Ferro, A.Lioy, “Standard-Based Remote Attestation: the Veraison Project”, ITASEC-2024: 
Italian Conference on Cybersecurity, Salerno (Italy), April 8-12, 2024, pp. 1-13, URI 
https://ceur-ws.org/Vol-3731/paper28.pdf 

▪ F.Ciravegna, G.Bruno, A.Lioy, “IKE-less IPsec for Centralized Management of Network 
Security”, ITASEC-2024: Italian Conference on Cybersecurity, Salerno (Italy), April 8-12, 2024, 
pp. 1-13, URI: https://ceur-ws.org/Vol-3731/paper35.pdf 

▪ M.De Benedictis, L.Jacquin, I.Pedone, A.Atzeni, A.Lioy, “A novel architecture to virtualise a 
hardware-bound trusted platform module”, Elsevier Future Generation Computer Systems, 
vol. 150, January 2024, pp. 21-36, DOI: 10.1016/j.future.2023.08.012 

Year 2023 
▪ E.Bravi, D.Berbecaru, A.Lioy, “A Flexible Trust Manager for Remote Attestation in 

Heterogeneous Critical Infrastructures,” CloudCom-2023: 14th IEEE International Conference 
on Cloud Computing Technology and Science, Naples (Italy), December 4-6, 2023, pp. 91-98, 
DOI: 10.1109/CloudCom59040.2023.00027 

▪ D.Berbecaru, A. Lioy, “An Evaluation of X.509 Certificate Revocation and Related Privacy 
Issues in the Web PKI Ecosystem,” IEEE Access, vol. 11, pp. 79156-79175, 2023, DOI: 
10.1109/ACCESS.2023.3299357 

▪ D.Berbecaru, S.Sisinni, A.Lioy, B.Rat, D.Margaria, A.Vesco, “Mitigating Software Integrity 
Attacks with Trusted Computing in a Time Distribution Network,” IEEE Access, vol. 11, pp. 
50510-50527, 2023, DOI: 10.1109/ACCESS.2023.3276476 

▪ E.Bravi, S.Sisinni, A.Lioy, “Exploiting the DICE specification to ensure strong identity and 
integrity of IoT devices”, SpliTech-2023: 8th International Conference on Smart and 
Sustainable Technologies, Split/Bol (Croatia), June 20-23, 2023, pp. 1-6, DOI: 
0.23919/SpliTech58164.2023.10193517 

▪ F.Settanni, L.Regano, C.Basile, A.Lioy, “A Model for Automated Cybersecurity Threat 
Remediation and Sharing”, NETSOFT-2023: 9th IEEE International Conference on Network 
Softwarization, June 19-23, 2023, Madrid (Spain), pp. 492-497, DOI:  
10.1109/NetSoft57336.2023.10175486 

https://iris.polito.it/cris/rp/rp04868?start=0&sortBy=2&order=DESC&type=all
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Year 2022 
▪ Luis M. Contreras, Javier Serrano, Lefteris Mamatas, Giacomo Bernini, Paolo Monti, Mario 

Antunes, Udayanto Atmojo, Eli Tocker, Iñaki Val, Andrea Sgambelluri, Jérôme Härri, Antonio 
Lioy, Pedro Martinez-Julia, José González, Jorge Sánchez-Garrido, Hitoshi Asaeda, “Modular 
architecture providing convergent and ubiquitous intelligent connectivity for networks beyond 
2030”, ITU Journal on Future and Evolving Technologies, December 2022, Vol.3, No.3, 
pp. 693-709, DOI: 10.52953/SAMO3073 

▪ S.Sisinni, D.Margaria, I.Pedone, A.Lioy, A.Vesco, “Integrity Verification of Distributed Nodes 
in Critical Infrastructures”, Sensors, September 2022, Vol. 22, Art. 6950, 23 pages, DOI: 
10.3390/s22186950 

▪ A.Lioy, I.Pedone, S.Sisinni, “Using MACsec to protect a Network Functions Virtualisation 
infrastructure”, ISCC-2022: 27th IEEE Symposium on Computers and Communications, June 30 
– July 3, 2022, Rhodes (Greece), 3 pages, DOI: 10.1109/ISCC55528.2022.9912955 

▪ I.Pedone, A.Lioy, “Quantum Key Distribution in Kubernetes Clusters”, Future Internet, May 
2022, Vol. 14, Art. 160, 19 pages, DOI: 10.3390/fi14060160 

▪ D.Canavese, L.Regano, C.Basile, G.Ciravegna, A.Lioy, “Data set and machine learning models 
for the classification of network traffic originators”, Elsevier Data in brief, ISSN 2352-3409, 
April 2022, Vol. 41, Art. 107968, 24 pages, DOI: 10.1016/j.dib.2022.107968 

▪ D.Canavese, L.Regano, C.Basile, G.Ciravegna, A.Lioy, “Encryption-agnostic classifiers of 
traffic originators and their application to anomaly detection”, Elsevier Computers & Electrical 
Engineering, January 2022, Vol. 97, Art. 107621, 11 pages, DOI: 
10.1016/j.compeleceng.2021.107621 

Year 2021 
▪ D.Berbecaru, A.Lioy, “Attack strategies and countermeasures in transport-based time 

synchronization solutions”, IDC-2021: 14th International Symposium on Intelligent Distributed 
Computing, Reggio Calabria (Italy), September 16-18, 2021, pp.203-213, DOI: 10.1007/978-3-
030-96627-0_19 

▪ D.Berbecaru, A.Lioy, C.Cameroni, “On enabling additional natural person and domain-specific 
attributes in the eIDAS network”, IEEE Access, October 2021, Vol. 9, pp. 134096-134121, DOI: 
10.1109/ACCESS.2021.3115853 

▪ X.Masip-Bruin, E.Marín-Tordera, J.Ruiz, A.Jukan, P.Trakadas, A.Cernivec, A.Lioy, D.López, 
H.Santos, A.Gonos, A. Silva, J.Soriano, G.Kalogiannis, “Cybersecurity in ICT supply chains: 
key challenges and a relevant architecture,” Sensors, September 2021, Vol. 21, No. 8, 24 pages, 
DOI: 10.3390/s21186057 

▪ I.Pedone, A.Atzeni, D.Canavese, A.Lioy, “Towards a complete software stack to integrate 
Quantum Key Distribution in a cloud environment”, IEEE Access, August 2021, Vol.9, 
pp. 115270-115291, DOI: 10.1109/ACCESS.2021.3102313 

Year 2020 
▪ A. Pastor Perales, A.Mozo, S.Vakaruk, D.Canavese, D.R.López, L.Regano, S.Gómez-Canaval, 

A.Lioy, “Detection of Encrypted Cryptomining Malware Connections With Machine and Deep 
Learning,” IEEE Access, September 2020, Vol. 8, pp. 158036-158055, DOI: 
10.1109/ACCESS.2020.3019658 

▪ D.Berbecaru, A.Lioy, C.Cameroni, “Providing Login and Wi-Fi Access Services with the eIDAS 
Network: A Practical Approach”,  IEEE ACCESS, August 2020, vol. 8, pp. 126186-126200, 
DOI: 10.1109/ACCESS.2020.3007998 
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▪ M.De Benedictis, A.Lioy, P.Smiraglia, “Towards a secure and lightweight Network Function 
Virtualisation environment”, International Journal of Grid and Utility Computing, Vol.11, No.2, 
February 2020, pp.243-252, DOI: 10.1504/IJGUC.2020.105539 

Year 2019 
▪ I.Pedone, A.Lioy, F.Valenza, “Towards an Efficient Management and Orchestration Framework 

for Virtual Network Security Functions”, Security and Communication Networks, Hindawi, 
November 2019, pp. 1-11, DOI:10.1155/2019/2425983 

▪ D.Berbecaru, A.Lioy, C.Cameroni, “Providing digital identity and academic attributes through 
European eID infrastructures: Results achieved, limitations, and future steps”, Software: Practice 
and Experience, John Wiley & Sons, Vol. 49, No. 11, November 2019, pp. 1643-1662, 
DOI: 10.1002/spe.2738  

▪ M.De Benedictis, A.Lioy, “Integrity verification of Docker containers for a lightweight cloud 
environment”, Future Generation Computer Systems, Elsevier, Vol. 97, August 2019, pp. 236-
246, DOI: 10.1016/j.future.2019.02.026 

▪ M.De Benedictis, A.Lioy, “A proposal for trust monitoring in a Network Functions 
Virtualisation Infrastructure”, NETSOFT-2019: IEEE Conference on Network Softwarization, 
Paris (France), 24/6/2019, pp. 1-9, DOI 10.1109/NETSOFT.2019.8806655 

▪ D.Berbecaru, A.Lioy, C.Cameroni, “Electronic identification for universities: Building cross-
border services based on the eIDAS infrastructure”, Information, MDPI, Vol.10, No.6, June 
2019, 17 pages, DOI: 10.3390/info10060210 

▪ C.Basile, F.Valenza, A.Lioy, D.R.Lopez, A.Pastor Perales, “Adding Support for Automatic 
Enforcement of Security Policies in NFV Networks”, IEEE/ACM Transactions on Networking, 
Vol. 27, No. 2, April 2019, pp. 707-720, DOI: 10.1109/TNET.2019.2895278 

Year 2018 
▪ D.Berbecaru, A.Lioy, “On integration of academic attributes in the eIDAS infrastructure to 

support cross-border services”, ICSTCC-2018: International Conference on System Theory, 
Control and Computing, Sinaia (Romania), October 10-12, 2018, pp. 691-696  

▪ M.De Benedictis, A.Lioy, P.Smiraglia, “Container-based design of a Virtual Network Security 
Function”, NETSOFT-2018: IEEE Conference on Network Softwarization, Montreal (Canada) 
25-29 June 2018, pp.55-63, DOI: 10.1109/NETSOFT.2018.8459903 

▪ A.Viticchié, C.Basile, F.Valenza, A.Lioy, “On the impossibility of effectively using likely-
invariants for software attestation purposes”, Journal of Wireless Mobile Networks, Ubiquitous 
Computing and Dependable Applications, ISSN 2093-5374, vol. 9, No. 2, June 2018, pp. 1–25, 
DOI: 10.22667/JOWUA.2018.06.30.001 

▪ F.Valenza, A.Lioy, “User-oriented Network Security Policy Specification”, Journal of Internet 
Services and Information Security, Vol. 8, No. 2, May 2018, pp. 33–47, DOI: 
10.22667/JISIS.2018.05.31.033 

Year 2017 
▪ C. Basile, D.Canavese, C.Pitscheider, A.Lioy, F.Valenza, “Assessing network authorization 

policies via reachability analysis”, Elsevier Computers & Electrical Engineering, vol. 64, n. 11, 
November 2017, pp. 110-131 

▪ A.Lioy, G.Gardikis, B.Gaston, L.Jacquin, M.De Benedictis, Y.Angelopoulos, C.Xylouris, 
“NFV-based network protection: The SHIELD approach”, IEEE Conference on Network 
Function Virtualization and Software Defined Networks (NFV-SDN), Berlin (Germany), 
November 6-8, 2017, pp.1-2, DOI: 10.1109/nfv-sdn.2017.8169869 
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▪ F. Valenza, C. Basile, D. Canavese and A. Lioy, "Classification and Analysis of Communication 
Protection Policy Anomalies," IEEE/ACM Transactions on Networking, vol.25, No.5, October 
2017, pp. 2601-2614, DOI: 10.1109/TNET.2017.2708096 

▪ F.Valenza, T.Su, S.Spinoso, A.Lioy, R.Sisto, M.Vallini, “A formal approach for network 
security policy validation”, Journal of Wireless Mobile Networks, Ubiquitous Computing and 
Dependable Applications, vol.8 n.1, January 2017, pp.79-100 

Year 2016 
▪ A.Lioy, “Harmonised security across devices”, Research*eu results magazine, no. 53, June 

2016, pp. 40-41 
▪ C.Basile, D.Canavese, A.Lioy, C.Pitscheider, F.Valenza, “Inter-function anomaly analysis for 

correct SDN/NFV deployment”, Int. J. of Network Management, February 2016, pp. 25-43 
Year 2015 
▪ L.Jacquin, A.Lioy, D.R.Lopez, A.L.Shaw, T.Su, “The trust problem in modern network 

infrastructures”, chapter in the book “Cyber Security and Privacy” edited by F.Cleary and 
M.Felici, Springer, November 2015, pp. 116-127 

▪ D.Berbecaru, A.Lioy, “Exploiting the EU Trusted Service Status List (TSL) for certificate 
validation in STORK: design, implementation and lessons learnt”, Software: Practice and 
Experience, John Wiley & Sons, Volume 45, Issue 11, November 2015, pp. 1457-1477 

▪ F.Valenza, S.Spinoso, C.Basile, R.Sisto, A.Lioy, “A Formal Model of Network Policy Analysis” 
RTSI-2015: Int. Forum on Research and Technologies for Society and Industry, Torino (Italy), 
16-18 September 2015. pp. 516-522 

▪ D.Montero, M.Yannuzzi, A.Shaw, L.Jacquin, A.Pastor, R.Serral-Gracià, A.Lioy, F.Risso, 
C.Basile, R.Sassu, M.Nemirovsky, F.Ciaccia, M.Georgiades, S.Charalambides, J. Kuusijärvi, 
F.Bosco, “Virtualized security at the network edge: a user-centric approach”, IEEE 
Communications, Vol. 53, Issue 4, April 2015, pp. 176-186 

▪ R.Bonafiglia, F.Ciaccia, A.Lioy, M.Nemirovsky, F.Risso, T.Su, “Offloading personal security 
applications to a secure and trusted network node”, Netsoft-2015: IEEE Conference on Network 
Softwarization, London (UK), April 13-17, 2015, 2 pages 

▪ C.Basile, A.Lioy, C.Pitscheider, F.Valenza, M.Vallini, “A novel approach for integrating 
security policy enforcement with dynamic network virtualization”, Netsoft-2015: IEEE 
Conference on Network Softwarization, London (UK), April 13-17, 2015, 5 pages 

▪ C. Basile, A. Lioy, “Analysis of application-layer filtering policy with application to HTTP”, 
IEEE/ACM Transactions on Networking, Vol. 23, No. 1, February 2015, pp. 28-41 

▪ C.Basile, A.Lioy, C.Pitscheider, S.Zhao, “A formal model of policy reconciliation”, PDP-2015: 
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